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MEMORANDUM FOR: Deputy Director of Central Intelligence

VIA: Deputy Director for Administration

FROM: Robert W. Gambino
Director of Security

SUBJECT: Sensitive Document Control

1. Action Requested: This memorandum recommends that
you task all elements of the Agency and the Office of the
DCI to institute immediately a strict control system over
the storage and accountability of acutely sensitive classified
documents,

2. Background: 1In response to your request the Office
of Security Is In the process of conducting a comprehensive
review of all Agency security practices. This review will
predicate recommendations for the improvement of our overall
security posture.

3. Staff Position: The Office of Security in the
initial stages of Its review of Agency security practices
has already concluded that our accountability practices with
reference to sensitive material are wanting. This deficiency
will require more detailed study, before long-range resolution
can be defined; the solution is complicated by the continuing
need for rapid dissemination of intelligence material among
operating components of the Agency.

In our view, however, the issue cannot be totally
ignored pending completion of the ongoing study. As a first
step, therefore, certainly to be supplemented by the review's
final recommendations, it is felt that a system of positive
accountability and segregated storage should be instituted
immediately over the select kernels of Agency sensitive
documents.

Since it is recognized that security is both a
responsibility and function of the command channel, imple-
mentation of such & system must be pursued through the chain
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of command. The attached memorandum, prepared for your
signature, to the Deputy Directors and Heads of Independent
Offices tasks these individuals to institute such controls
immediately. The thrust of the tasking is designed as at
least a temporary fix on one aspect of the recent case,
viz., the loss of a critically sensitive document without
its coming to Agency attention for almost a year and then,
in a sense, only fortuitously. _ '

4. Recommendation: It is recommended that you sign
the attached memorandum tasking the Deputy Directors and
Heads of Independent Offices as described in paragraph 3

above.
25X1A
Attachment
Distribution:
Original - DDCI
1 - ER
1 - DDA
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MEMORANDUM FOR: Deputy Director of Central Intelligence

FROM: John F. Blake

Deputy Director for Administration
SUBJECT: Sensitive Document Control
REFERENCE: Your multiple addressee memo dtd 1 Sep 78,

same subject (ER 78-2534/1)

1. (C) As required in reference, I have had each of the
offices and staffs in this directorate review its classified
holdings to identify categories of material which may meet
the criteria established in paragraph 3 of reference. Their
holdings vary widely in size and substance and several offices
have ‘collections of data unique to their missions (e.g., OF's
agent payroll, OP's locator file). 1In each case the control
exercised appears to be commensurate with the sensitivity of
the information, with access limited according to need—-to-
know. Where feasible the documents are being segregated.

2. (U) I am charging my office directors and staff chiefs
to accomplish the following, with a deadline date of 1 November
1978: ‘ '

a. Except as provided in b below, segregate all
collateral Top Secret and other documents judged by my
office directors to meet the criteria of paragraph 3
of reference, in specifically designated safes or
vaults. '

b. Where working requirements make segregation per
paragraph a impracticable, identify the category of in-
formation, briefly describe the reasons why document
segregation is impossible, and describe the alternate
arrangements to protect the information.

€. For each collection of highly sensitive infor-
mation, identify a custodian and alternate custodian
who have been formally tasked to maintain continual
control over the individual sensitive documents.

-2 IMPDET
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d. Prepare written procedures governing access to
all such collections of sensitive information.

 e. In carrying out this document security program
it is essential that we not destroy the integrity of
our records systems and records schedules. This is a
Records Management problem as well as a security problem
and component Records Management Officers should be in-
volved in the process from the outset. Please consult
with Records Administration Branch, ISAS, to obtain
appropriate guidance and instructions.

3. (U) Step e in this program is especially important.
We have achieved much in recent years in the development of
an orderly system of records in CIA, and have won the praise
of the National Archives and Records Service (NARS) for our
efforts. It is important that we not destroy these achieve-
ments in our pursuit of greater security for certain of our
records. With your permission, I will take steps to call
this aspect of the problem to the attention of the other
Deputy Directors.

4. (C) There is another large collection of information
for which this directorate has custodial responsibility. I
speak, of course, of our Records Center# Here we
store, for components of all Agency directorates, all kinds
of documents including many which fall under comparﬁmentation
controls. Access is controlled by the "owners" of the records,
which are released by Records Center personnel only after
receipt of proper authorization. Our Records Center personnel
have the necessary clearances to permit them to handle the
materials stored there.

Is/John F. Blake

John F. Blake

Recommendation in paragraph 3: APPROVED (X} DISAPPROVED ( )

/s/ Frenk C. Carlusel’ 18 SEP 1978

Deputy Director of Central Intelligence
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MEMORANDUM FOR: Director of Communications
Director of Data Processing
Director of Finance
Director of Logistics
Director of Medical Services
Director of Personnel
Director of Security
Director of Training
Chief, Information and Privacy Staff, DDA
Chief, Budget Staff, DDA
Chief, History Staff, DDA
Chief, Management and Assessment Staff, DDA
Chief, Equal Employment Opportunity Staff, DDA
Chief, Career Management Staff, DDA

FROM : John F, Blake
Deputy Director for Administration
SUBJECT : Sensitive Document Control
REFERENCE : DDCI memo dtd 1 Sep 78, same subject (ER 78-2534/1)

1. In establishing new systems for segregating and controlling
our highly sensitive information, 1t is {important that we recognize
we are addressing a records management problem as well as a security
problem. We have achleved much in recent years toward developing an
orderly system of records in the Directorate, and 1t is essential
th;:dw$ not destroy the integrity of our records systems and records
schedules.

2. I have requested that the Information Systems Analysis Staff
(ISAS) take the initfative to ensure that Records Management Officers
are involved from the outset in establishing our new sensitive document
control systems. To facilitate coordination of the security and
records management aspects of this process, please submit the name
of the person who will be involved with the security requirements
within your area to the Chief, Records Administration Branch (RAB),
ISAS, by 28 September 1978. RAB will notify this individual and
your Records Management Off{icer of the time and place for the initial
meeting to coordinate the Directorate's installation of sensitive
document controls. These controls will be established as outlined
in the following paragraph.
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SUBJECT: Sensitive Document Control

3, The categories of information requiring special control have
tentatively been identified in your response to the requirement in
paragraph 3 of the reference. From this starting point, in accordance
with paragraph 4 of the reference, we should accomplish the following
by 1 November 1978:

a. Except as provided in b below, segregate all of the
collateral Top Secret and other documents judged to require special
control, in specifically designated safes or vaults.

b. Where working requirements make segregation per
paragraph a impracticable, identify the category of information,
briefly describe the reasons why document segregation is impossible,
and describe the alternate arrangements to protect the information.

c. For each collection of highly sensitive information,
identify a custodian and alternate custodian who have been formally
gasked to maintain continual control over the tndividual sensitive

ocuments.

d. Prepare written procedures governing access to all such
collections of sensitive information.

RAB will provide appropriate guidance and instructions for accomplishing
these steps.

4. One aspect of our approach to sensitive document control may
also tie tn with our efforts to implement Executive Order 12065,
National Security Information, by 1 December 1978. The Executive
Order specifies that the classification designation "Top Secret” be
applied only to information "the unauthorized disclosure of which
reasonably could be expected to cause exceptionally grave damage to
the natfonal security.” As we identify our highly sensitive information,
we may also be {dentifying that information which is truly Top Secret.
Therefore, 1t may be helpful to provide data on the categories of
information that have been identified as requiring special control
to the individuals who are developing the Classification Guides
required by EO 12065,

/s/ John F Blake
dohn F. Blake

cc: C/ISAS
S5//p0H
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Distribution:
1 - Each Addressee
DDA Subject
DDA Chrano
Al/DDA
C/CRG
RAB Subject: Agency Records Management Program/
Sensitive Document Control
- RAB Chrono

DDA/ISAS/RAB_ ad (22 September 1978)
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MEMORANDUM FOR: Deputy Director for Resource Management
Deputy Director for Collection Tasking
Deputy Director for National Foreign Assessment
Deputy Director for Operations
Deputy Director for Science and Technology
Administrative Officer, DCI

FROM : John F. Blake
Deputy Director for Administration
SUBJECT : Sensitive Document Control
REFERENCE : DDCI memo dtd 1 Sep 78, same subject (ER 78-2534/1)

1. As the Agency establishes new systems for segregating and
controlling its highly sensitive {nformation, it 1s {mportant that
we recognize we are addressing a records management problem as well
as a security problem. We have achieved much in recent years toward
developing an orderly system of records in CIA, and it 1s important
thggdw§ not destroy the integrity of our records systems and records
schedules.

2. The Information Systems Analysis Staff (ISAS), DDA, is
responsible for Agency records management. With the approval of
the DDCI, I have requested that ISAS take the {nitiative to ensure
that Records Management Officers are involved from the outset in
establishing new sensitive document control systems. To facilitate
coordination of the security and records management aspects of this
process, would you please submit the name of the person who will be
involved with the security requirements within your area to the
Chief, Records Administration Branch (RAB), ISAS, 5B2828 Headquarters,
by 28 September 1978. RAB will notify this individual and your Records
Management Officer of the time and place for the initial meeting to
coordinate an Agency approach to sensitive document control by
1 November 1978,

3. One aspect of the Agency's approach to sensitive document
control may also tie in with our efforts to implement Executive
Order 12065, National Security Information, by 1 December 1978,
The Executive Order specifies that the classification designation

Approved For Release 2001/07/12 : CIA-RDP81-00142R000600070011-0
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SUBJECT: Sensitive Document Control

"Top Secret” be applied only to information “the unauthorized
disclosure of which reasonably could be expected to cause
exceptionaliy grave damage to the national security.” As we
fdentify our highly sensitive information, we may also be
fdentifying that information which is truly Top Secret. Therefore,
it may be helpful to provide data on the categories of information
that have been {dentified as requiring special control to the
gndégigggég who are developing the Classification Guides required
y .
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John F, Blake

cc: DbCI

GC

IG

LC
A/DC1/PA
Compt
D/EEQ

D/ Sec

Distribution:
1 - Each Addressee
DDA Subject
DDA Chrono
AI/DDA
0GC
0GC
C/1S
C/CRG
RAB Subject: Agency Records Management Program/
Sensitive Document Control

- RAB Chro
DDA/ISAS/RAB/_ad (22 September 1978)
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MEMORANDUM FOR: Deputy Director for Resource Management
Deputy Director for Collection Tasking
-Deputy Director for Administration
Deputy Director for National Foreign Assessment
Deputy Director for Operations
Deputy Director for Science and Technology

FROM: Frank C. Carlucci
Deputy Director of Central Intelligence

SUBJECT: Sensitive Document Control

1. Because of recent events I have directed a total
and comprehensive review of all personnel security, physical
security, and information control activities in the Agency.
While this review will focus on our entire security program,
its final conclusions and recommendations will take some
time to develop.

2. Recognizing that the results of this review may
produce significant changes in our security policies and
procedures, there are certain actions in the security area
that are being pursued immediately without waiting for the
comprehensive study to be completed. One of these actions
involves moving toward positive accountability for those
classified documents uniquely and especially deserving of
tight security controls due to the breadth of their contents
or to their unusual sensitivity.

3. I hereby task each of you to review immediately
your classified holdings to identify your extraordinarily
comprehensive and sensitive materials, those obviously
warranting especially strict controls. I am talking about
that classified material, mostly Top Secret including some
Sensitive Compartmented Information, which by its nature, if
compromised, would be especially revealing, would have
extraordinarily adverse impact on our national security or
which would deliver a staggering loss of sensitive intelligence
capability.

0S 8 2404/1
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4. Having identified such materials within your
purview I would expect you to institute immediately a system
of personal accountability and segregated storage for such
materials. -

5. I also expect you to report to me on the actions
you have taken on this matter no later than 15 September
1978. : n

/8/ Franx ¢, Carluget

- - ’

S

Frank C. Carlucci

cc: GC
IG
LC
A/DCI/PA
Compt
D/EEO
Distribution:
Orig § 5 - Adressees
1 - DDCT
1 - ER
@ - DDA
1 - D/Security
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MEMORANDUM FOR: Deputy Director for Resource Management
Deputy Director for Collection Tasking
Deputy Director for National Forcign Assessment
Deputy Director for Operations
Deputy Director for Science and Technology
Administrative Officer, DCI

FROM: John F. Blake
Deputy Director for Administration
SUBJECT: Sensitive Document Control Program
REFERENCE: Multiple addressee memo from DDCI dtd 1 Sep 78,

Subject: Sensitive Document Control

1. As you are aware, by reference the DDCI directed the establish-
ment of a Sensitive Document Control Program. The objectives of the
program are:

o To identify the most sensitive of each component's
document holdings, those clearly related to source
and method protection or to the survival of pro-
grams and projects.

o To cluster these component holdings, insofar as
practicable, within the best possible physical
security setting.

o To assign personal accountability for each of the
documents contained in these collections.

o To effect inventories of the collections at least
annually but more often if possible.

2. Soon after the reference was issued, a number of meetings and
discussions were held with RMOs and others to work out the details of
the program. We now feel that follow-up consultation would be helpful
to answer questions and give any guidance that may be necessary. ~At the
same time we seek to assure ourselves that this program is functioning
properly and to surface areas where changes or improvements may be
necessary. ’

Approved For Release 2001/07/12 : CIA-RDP81-00142R000600070011-0
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STATINTL
3. Accordingly, I have asked Deputy Chief, Records STATINTL
Administration Branch, to contact s to discuss theilr
activities with respect to this program. [ i1l be assisted
by Office of Security personnel who will be prepared to answer any STATINTL

questions the RMOs may have regarding physical security of documents
and information systems. will begin making contact during
early January. I would appreciate it if you would so alert appropriate
personnel in your component.

S
S feflehn FLoBla

John F. Blake

STATINTL
Rt N
| AI/DDA _.ydc (22 Buz 78)
Distribution: - ’

_ Original - DDRS a

. - Each other addressee ' _ ‘ o o
- D/OC R . : . b
- p/opP. - | e -
- D/OF
- D/OL -
D/OMS | S
~ D/OP - —— .
- D/OS (Attn _ SR
- D/OTR .~ . oo
= C/ISAS - IR
: DC/RAB (v1a C/RAB)

STATINTL ..

HPHHHHHHHHHQ
¥ .,i.

- DDA Subjeci:.-
-- DDA Chrono -
“".‘AI Subject.

2
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31 0CT 1978

1S
MEMORANDUM FOR: Deputy Director of Central Intelligence

FROM: John F. Blake

Deputy Director for Administration
SUBJECT: Sensitive locument Control
REFERENCES: {(a) Memo dtd 1 Sep 78 to multiple

addressees from DDCI, same subject
(ER 78-2534/1)

(b) Memo dtd 25 Sep 78 to D/Security
from DDCI, same subject
(ER 78-2534/15)

1. Action Requested: None; this memorandum is for your
information only.

2. Background: In reference (b), you requested the
Office of Security to review the component responses to your
1 September 1978 tasking for a system of segregatsd storage
and personal accountsbility for extraordinarily comprehensive
and sensitive materials. You also noted your approval of a
suggestion by the Executive Secretary with reference to
identifying additional materials warranting such storage and
accountability.

With the agreement of the Director of Security, I
have concluded that sensitive document control is essentially
a records management activity requiring the functional support
and guidance of the O0ffice of Security. DBased on this conclu-
sion, I have directed the Information Systems Analysis Staff
(ISAS) to take the lead in fully implementing ths program
launched by reference (a). At the same time, I have asked
the Office of Security to provide guidance to the records
management personnel responsible for the program.

The responses to the reference that were forwarded

to the Director of Security reflect a degrec of unevenness in
interpreting the tasking instructions. This was apparent in

0S 8 2404/3A
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the selection of documents considered by the various components
as worthy of inclusion in the program.

As a flrst step in vesolving this unevenness and in
implementing a uniform program, on 20 October 1973, ISAS held
a meeting of records management and security persoanel repre-
senting all Agency components. At this meeting the concept
and the purpose of the program were explained in detail to
those attending. The central theme dealt with the selection
process, 1.e., identifying the 'cream of the crop’ from among
Agency sensitive holdings, effecting segregated storage apart
from documents of routine sensitivity, and above all, assign-
ing positive personal accountability. Within this framework
it was emphasized that the practicality of day-to-day
operations required flexibility in implementing these concepts.

Feedback received from this session indicates that
the Agency components now have a better appreclstion for the
objective in mind. DPiscussions with several participants
suggest that implementation of the program has been adequately
initiated.

The Informatlon Systems Analysis Staff will continue
to assist individual records management officers ian the
implementation of the sensitive document control program. The
Office of Security will continue to assist. In addition,
details are being worked out to allow Office of Security repre-
sentatives to periodically check on the progress and status of
individual component implementation in the future.

/s/ Michael 7. Malanieck
John F. Rlake

Distribution:
Orig - DBCI
1 - ER
1 - C/ISAS
2 - DDAemqe
1 - D/Sec

Approved For Release ZO%H%mfsﬁﬂﬁ‘}ﬁDF_’_S1mwnﬁﬂ0(v§§0mﬂ%1 1-0




Appdeed for Relgasmmiéﬁiaﬁmmﬂar 4@3&0@35&001 1-0

SUBJECT: Sensitive Document Control
STATINTL

ORIGINATOR:

30.0CT 1978

Date

Diredtor of Security
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MEMORANDUM FOR: Deputy Director for Resource Management
Deputy Director for Collection Tasking
Deputy Director for Administration :
Deputy Director for National Forelgn Assessment
Deputy Director for Operations
Deputy Director for Science and Technology

FROM: Frank C. Carlucci
Deputy Director of Central Intelligence

SUBJECT: Sensitive Document Control

1. Because of vecent events I have directed a total
and comprehensive review of all personnel security, physical
security, and information control activities in the Agency.
While this review will focus on our entire security program,
its final conclusions and recommendations will take some
time to develop.

2. Recognizing that the results of this review may
produce significant changes in our security policies and -
procedures, there are certain actions in the security area '
that are being pursued immediately without waiting for the
comprehensive study to be completed. One of these actions
involves moving toward positive accountability for those
classified documents uniquely and especially deserving of
tight security controls due to the breadth of their contents
or to their unusual sensitivity.

3. I hereby task each of you to review immediately
your classified holdings to identify your extraordinarily
comprehensive and sensitive materials, those obviously
warranting especially strict controls. I am talking about
that classified material, mostly Top Secret including some
Sensitive Compartmented Information, which by its nature, if
compromised, would be especially revealing, would have
extraordinarily adverse impact on our national security or
which would deliver a staggering loss of sensitive intelligence
capability.

Approved For Release 2001/07/12 : CIA-RDP81-00142R000600070011-0
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4. Having identified such materials within your
purview I would expect you to institute immediately a system
of personal accountability and segregated storage for such
materials. .

5. I also expect you to rTeport to.me on the actions
you have taken on this matter no later than 15 September
1978. '

Carliidh

/s Frapi Os

Frank C. Carlucci

cc: GC ' _
IG .
LC

A/DCI/PA

Compt

D/EEO
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MEMORANDUM FOR: Director of Security
FROM : Deputy Director of Central Intelligence
SUBJECT : Sensitive Document Control
REFERENCE : DOCI Memo dated 1 September 1978, Same Subject,

(ER 78-2534/1)

Please review the responses to the referenced memo and provide
recommendations as appropriate. I approved the suggestion of the
Executive Secretary to "review the submissions of others with a view

A3

toward, identifying additional materials.” That report is due by

our offi

15 October and it shoy]d be coordinated with

25X1A

cc: Executive Secretary

Attachment:
Responses to DDCI's memo

Administrative-Internal Use
05 € 2404/3
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MEMORANDUM FOR: Deputy Director of Central Intelligence
1rector-Management
National Foreign Assessment Center

SUBJECT : Sensitive Document Control

In response to your memorandum of 1 September, I issued the
attached memorandum to all Office Directors, Staff Chiefs, and
NfOs. Upon the completion of the survey requested in my memorandum,
the NFAC Security Offlcer and T will rev1ew the responses and
establish a regular system of segregated storage and personal
accountability for documents warrenting this treatment. It is ny
expectation that the new system for sensitive document control will

be in full operation by the end of the month.

cc: NFAC Security Officer

Approved For Re|ea§%%§3%¥1%r&h§53§4561§f2rQB’é?fsooomb1 10
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8 September 1978

MEMORANDUM FOR: All NFAC Office Directors, Staff Chiefs, and NIOs

“Assoclate Director-Management

' National Foreign Assessment Center

SUBJECT :"" Sensitive Document Control

1. The attached memorandum from Mr. Carlucci directs us to
establish more effective document control procedures for specific
types of documents which have an extreme sensitivity or would re-
sult in unacceptable levels of security damage if compromised.
The type of document Mr. Carlucci has in mind is defined in his
paxagraph 3. ’

2. I would like each of you immediately and on a priority
basis to institute a survey of your component to identify by title
and document number those documents which you believe meet the
test of Mr. Carlucci's memorandum. These lists should be forwarded
to the NFAC Security Officer by 22 September.

3. The NFAC Security Officer and I will review your sub-
missions and develop standards for the special handling,account-
ability and storage procedures applicable to these documents.

It seems imperative that each component must have a system of
personal accountability for each such document and that these
documents must be stored separately from other classified materials.

I want to emphasize this last point, particularly in regard to the
many vaulted areas in NFAC where it has become the practice for

all kinds of documents, classified or umclassified, to be inextricably
intermingled. Even within areas which are vaulted, the requirement
for segregated storage for materials identified in response to this
memorandum must be met.

4. The NFAC Security Officer,WcR—lgoa;
B-5611), should be contacted for ad if a

further definition of types and categories of documents is necessary.

ASSHHEEES: Release 2001/07/12 : CIA-RDP81-00142R000600070011-0
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SUBJECT : Sensitive Document Control

STATINTL

AD-M/NFAC I v (8 Sept 78)

Distribution:

cc:

D/NFAC
DD/NFAC
AD-SS/NFAC
EO/NFAC |
NFAC Registry Chrono
NFAC File
NFAC Chrono
AD-M/NFAC Ch‘rono

D/ OGCR
D/OCR
D/ORPA
D/OER
D/0IA
D/OSR
D/OWI
D/0SI

D/CIA Operations Center

C/CRG

C/PPG

C/Academic Relations
C/Coordination Staff
C/Congressional Support Staff
C/SALT Support Staff
C/RES

C/Action Staff

C/NFAC Admin

C/Plans § Programs Staff
C/NFAC Registry

Acting NIO/CF
NIQ/Sp
NIO/PE
NIO/NP
NIO/SS

- NIO/USSR-EE

NIO/WE
NIO/NESA
NIO/Africa
NIO/FA
NIO/China
Acting NIO/LA

NFAC Security Officer

A4
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MEMORANDUM FOR: Deputy Director of Central Intelligence

FROM: John N. McMahon
Deputy Director for Operations
SUBJECT: Sensitive Document Control
REFERENCE: DDCI Memorandum to all Deputy Directors,

dated 1 September 1978; Same Subject
(ER 78-2534/1)

1. Inside the Directorate of Operations, there have
existed for a number of years procedures for the control
arfd accountability of Top Secret and codeword materials,
as well as procedures for compartmenting documents which
identify sensitive sources or methods. Top Secret and
controlled codeword materials are centrally handled with
individual accountability for distributed materials. Some
compartmented operations have arestricted, explicit list of
individuals ("bigot 1list") who alone may have access to
reporting on that activity.

2. While the procedures described above are
time-tested, they need constant policing. In answer to
your specific concern for especially sensitive materials, we
are working on better methods to police the entire sequence
of personal accountability from the time the information is
received in the DO until it is destroyed or leaves the DO,
including storage while in the DO.

3. In the summer of 1977, we began to review our
procedures and accountability for compartmented and
sensitive information as well as the indexing of information
into the DO counterintelligence index without violating
special handling requirements. New procedures were published
in July 1978. In this connection our computerized Badge
Authorization Table limits access to the Central Files and
Main Index, records each transaction by individual, and charges

- r E&Ii Mo E;’:E'.-;IMF'DET cL BYD,ﬂSE.E.‘.l
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an individual or office with accountability for any material
leaving the Central Files, It is worth noting also, that a
principal feature in our planning to introduce word
processor/computer technology at Headquarters and overseas
is to eliminate as much paper as possible by distributing
information while it is still in machine language form and
under strict control.

4. Limiting the dissemination and controlling sensi-
tive Directorate of Operations information outside of the
Directorate does cause us special concern because of the
comprehensiveness of some of the information involved. For

example:

a. To improve compartmentation in 1977 we asked
the Office of Communications to stop routing DO
electrical traffic through the ODP Ruffing Center,
given the possibility of spillage, and to henceforth
route it to the Special Center which supports the DO
and is electrically compartmented from other ADP nets.

b. Following discussions between the ADDO and
Chief, OTS early this year, we now limit and sanitize

25X1A
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MEMORANDUM FOR: Deputy Director of Central Intelligence

FROM ¢+ LESLIE C. DIRKS
Deputy Director for Science and Technology

SUBJECT

L1

Sensitive Document Control

REFERENCE

(1]

Your memorandum dated 1 September 1978,
Same subject (ER 78-2534/1)

1. 1In response to reference, I have directed each
office in this Directorate to review all classified
holdings in order to identify all "extraordinarily
comprehensive and sensitive materials." Owing to the great
number of classified documents, both collateral and
compartmented, a complete review will take some time. The
initial review indicates, however, that only a relatively
small proportion of the classified material would meet the
stated definition or if compromised "would have extraordi-
narily adverse impact on our national security or which would
deliver a staggering loss of sensitive intelligence capability."

2. The “extraordinarily sensitive” documents already
identified fall in the following specific categories
according to the consequences of their being compromised:

a. Extreme impairment of the United States to
collect foreign intelligence.

b. Severe damage to U.S. foreign relationships
with foreign governments.

c. Revelation of the most sensitive sources
and methods.

d. Loss of highly advanced technologies not
possessed by other countries.

Approved For Release 2001/07/12 : CIA- RDP81 001é2R000600070011 0 2 ;;.dui,- 03494—&
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SUBJECT: Sensitive Document Control

3. Examples of documents already identified in these
categories are as follows:

a.

Some selected documents from bigot-listed

R&D projects.

b.

C.

Research and development notebooks.

The Agency and Directorate (not individual

office) budget documents.

e. Technical collection system manuals.

£. Technical'collectinn~SYS£em mix studies and
simulations.

g. Clandestine technical collection operational
plans. ®.

4. Examples of classified documents that we feel do not
£fall into these categories are:

a.
b.
c‘

dﬂ

Most cable and dispatch traffic.
Most contractual documents and final reports.
Most staff studies and internal correspondence.

Most satellite imagery reports.

5. As ClaSSlfled documents so described are identified,

plans are being made to isolate, store, restrict access, and

- maintain a strict system of personal accountability. We will

complete this effort as promptly as possible given the scope
and magnitude of the problem.

25X1A
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Approved For Release 2001/07/12 : CIA- RDP81 -00142R000600070011-0

i 1‘1\?
Ea— T v K“Tﬁ" ¥ w7

"3 iy whmigiahj b



: AY
R
L o ey
2 swmy |

Approved For Release*2601/07/12 : CIA-RDP81-00142R000600870011-0 | = -~ ===

Y R I

DCI/IC-78-0059
19 September 1978

MEMORANDUM FOR: Deputy Director of Central Intelligence

FROM:
uty to the for Resource Management

SUBJECT: Sensitive Document Control

STATINTL

REFERENCE: Your multiple addressee memo dtd 1 September 1978,
same subject (ER 78-2534/1)

1. As required in the reference, I plan to implement the following
procedures for the protection of extraordinarily comprehensive and
sensitive documents, As I am sure you are aware, the IC Staff deals
with @ tremendous volume of Top Secret Codeword documents--at least
half of our daily traffic involves Top Secret, Sensitive Compartmented
Information. The measures I have outlined below are designed to pro-
tect ‘the most. comprehensive material using the criteria you set forth in
paragraph 3 of the reference. Such material includes, but is not 1imited
to, National Foreign Intelligence Program and budget decision letters,
Congressional Justification Books, and congressional authorization and
appropriations classified reports.

a. By 20 October, each office director and staff chief will
segregate material judged to be extraordinarily comprehensive in
specifically designated safes or vaults.

b. A custodian and alternate custodian will be formally
tasked to maintain continual control over these comprehensive
documents. The segregated safe space will remain locked when not
being used, and access to it will be with the permission of the
custodians only.

c. In order not to destroy the integrity of our records
management system, when a document is judged to be extraordinarily
comprenensive and designated for segregated storage as well as
custodian control, an appropriate identifier cross-referencing it
will be placed in the regular file.

Approved For Release 2001/07/12 : CIA-RDP81-00142R000600070011-0-
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SUBJECT: Sensitive Document Control

d. An inventory of this segregated material will be taken
every 90 days.

2. I believe these measures are consistent with the letter and
the spirit of your memorandum.

STATINTL

2

Approveq For Release 2001/07/12 : CIATRDP81100142R00060007001 1-0
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MEMORANDUM FOR: Deputy Director of Central Intelligence

FROM: John F. Blake , .

‘ Deputy Director for Administration
SUBJECT: Sensitive Document Control
REFERENCE: Your multiple addressee memo dtd 1 Sep 78,

~ same subject (ER 78-2534/1)}

1. (C) As requlred in reference, I have had each of the
offices and staffs in this directorate review its classified
holdings to identify categorles of material which may meet
the criteria established in paragraph 3 of reference. Their
holdings vary widely in size and substance and several offices
have collections of data unique to their missions (e.g., OF's
agent payroll OP's locator file). In each case the control
exercised appears to be commensurate with the sensitivity of
the information, with access limited according to need-to-

" know. . Where feasible the documents are being segregated.

2. (U) I am chafging my office directors and staff chiefs
to accomplish the following, with a deadline date of 1 November
1978:

a. Except as provided in b below, segregate all
collateral Top Secret and other documents judged by my
office directors to meet the criteria of paragraph 3
of reference, in specifically designated safes or
vaults. '

b. Where working requirements make segregation per
paragraph a impracticable, identify the category of in-
formation, briefly describe the reasons why document
segregation is impossible, and describe the alternate
arrangements to protect the information.

c. For each collection of highly sensitive infor-
mation, identify a custodian and alternate custodian
who have been formally tasked to maintain continual
control over the individual sensitive documents.

— ‘ ;uf'L\‘\
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Prepare written procedures governing access to

A
all such collections of sensitive information.

. In carrying out this document security program
it is essential that we not destroy the integrity of

our racords systems and records schedules. This is a
Recordis Management problem as well as a security problem
and component Records Management O0fficers shouvld be in—
volved in the process from the outset. Please consulk
with Records Administration Branch, ISAS, £o obbkain
appropriate guidance and instructions.

3. {U) Step e in this program is especially important.
We have achieved much in recent years in the development of
an orderly system of records in CIA, and have won the praise
of the National Archives and Records Service (NARS} for our
efforts. It is important that we not destroy these achieve—
ments in our pursuit of greater security for certain of our
records. With your permission, I will take steps to call
this aspect of the problem to the attention of the other
Deputy Directors. . ‘ o

4. (C) There is another large collection of information
for which this directorate has custodial responsibility. I
speak, of course, of our Records Center Here we
store, for components of all Agency directorates, all kinds
of documents including many which fall under comparimentation
controls. Access is controlled by the "owners“ of the records,
which are released by Records Center persomn=sl only aftexr
receipt of proper authorization. Our Records Center pesrsonnel
have the necessary clearances to permit them to handle the
materials stored there. B

~.

/5/ Jd. F. Blaxs
John F. Blake

Recormendation in paragraph 3: APPROVED (X} DISAPPROVED ( )

/5/ Frank C. Carlueqy 18 SEP 1978

Deputy Director of Central Intelligence

Approved For Release 2001/07/12 : CIA-RDP81-00142R000600070011-0
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15 September 1978

MEMORANDUM FOR: Deputy Director of Central Intelligence
FROM :- Administrative Officer, DCI

SUBJECT : Sensitive Document Control System
Status Reports - DCI Area

1. Attached are the responses of each DCI Area Office
(and the Executive Secretary) to the DDCI memo of 5 September
requesting a report on the actions taken to improve sensitive
document control. I have summarized what I believe are the
salient features of each office system (except Executive
Secretary) together with an indication of problems beyond
,the control of the office concerned.

2. As you can see the approaches vary and some appear
better than others. It would appear that a basic uniform
system or its requirements is needed.

3. For what it is worth I will comment on what I think
are the major weaknesses in the Agency document control sys-
tem and which carry over to ours:

a.) No consistent requirement for frequent inventory
and report certifying possession of all documents
charged.

b.) No Agency-wide system to register sensitive docu--
ments not classified Top Secret or Codeword.

c.) No system requiring return to originator of
sensitive documents after a certain time period
for reissue or disposal as needed (a “Tibrary"
system?).

d.) A variety of internal receipt control procedures.

Approved For Release 2();01/07112 CIA-RDPS']-00142R000,600,026q11-0
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e.)

f.)

STATINTL
g.)
h.)
i.)
STATINTL
Attachments

Approve.q For Releas

Lack of discipline in completing Top Secret
and Codeword cover sheets to show recipient
and record individuals who have seen the
information contained theréin.

Lack of understanding by PMCD and the consequent
Tow-grade structure of the real responsibility
and vital nature of registry jobs rendering it
difficult to make these jobs much more than
interim/train i it

The reluctance of managers to assign sufficient
manpower resources to registry functions and to
give registry personnel authority to insist
upon proper handling of sensitive documents.

The wide dissemination of certain registered
intelligence publications (NID, Exec. Summary,
etc.) with no receipt system whatever. ‘

No sanctions for the unauthorized duplicating ofe
Top Secret, Codeword, cable and other sensitive
documents by Xerox process. Reproduction machines
will always be a problem no matter what devices
are applied. However, certain measures might be
considered to constrain unauthorized duplication.
For example, it would seem that if three security
violations within two years (which can be charged
by leaving three confidential documents unsecured)
can be punished by a one-week suspension {the
equivalent of a $500 fine for a GS-12) unauthorized
reproduction of sensitive controlled documents
should provoke at Teast as severe a response from
management.
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SENSITIVE DOCUMENT CONTROL SUMMARY
DCI ARFA

15 September 1978

SENSITIVE INTERNAL "7 ISSUE BEYOND
QFFICE DOCUMENT CATEGORIES HANDLING CONTROLS PHYSICAL RESTRAINTS PERIODIC INVENTORY . CONTROL OF QFFICE
o/icr '
0/DDCT NO REPORT REQUIRED
Ex Sec SEE EXECUTIVE SECRETARY SUBMISSION
e Top Secret (Legal Issues) - Computer Controlled None - Unique-Documents are No Periodic Inventory - Grades of Registry
Compartmented (Codeword) - Index (Registry) Card Stored in Registry or in Reported Personnel
Controlled "Case' Officer Safe - Inadequate Registry
DDO Sensitive Case Documents - Registry Controlled Facility
"Restficted (AEC) Data" - No Internal Office - Inadequate Registry
Receipt System . Personnel
OLC Top Secret - Registry Log Controlled Registry Access Controlled None-Reperted- - Receipt of Sensitive ,
Compartmented Codeword - Internal Document and Restricted LAk  Documents for which ;
Accountability Record Registry Vaulted No record is re- i
System to be Imple- Some Storage in Individual quired (NID, Exec :
mented Safes Summaries, etc.)
- Grades of Registry Per-

) sonnel limits the
availability of
experienced personnel

O/EEO Top Secret - Controlled Personally Stored in D/EEO Safe Monthly - No Receipt. Records
by Director and required for receipt
Secretary of certain publica-
Compartmented - No Intcrnal Receipt o tions
System
. Approved For Release 2001/07?1 : GJIA'_RQPQ[—OOT@Z 000§?0979‘0
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OFFICE

0/PA

01IG

coMpP

SENSITIVE
DOCUMENT CATEGORIES

Top Secret

Compartmented Codeword

Top Secret

Compartmented Codeword
Sensitive Component Surveys
Sensitive Special Studies
Sensitive Audit Reports
Sensitive Grievance Cases

Top Secret-Budget Related
Codeword-Budget Related
DDO Project Documents

1

1

SENSITIVE DOCUMENT CONTROL SUMMARY (CONT.)
DCI AREA

INTERNAL

HANDLING CONTROLS PHYSICAL RESTRAINTS PERIODIC INVENTORY

Stored in Staff Assistant
Safe - Returned to Origi-
nator when nc longer
needed

Controlled Personally by None Reported
the D/PA and his Staff
Assistant

No Internal Receipt System

All Sensitive documents Semi-Annual
retained designated cus-

todian (6) safes only

All Categories controlled
by Registry system

Internal Sensitive documents
will have special indicator

All Sensitive documents re-
tained by designated cus-
todians only

Internal individual receipt
system in effect

All Categories are Registry Storage in Designated Monthly Verification

controlled safes only
Internal document control Area may be vaulted in
system in being future

File locations recorded

Receipts required on exter-
nally transmitted documents

Agency Budgets will be returned
annually

Inventory now underway N

Employee departures will
stimulate additional checks

Bon e e

R TN I TN 9 )
Approved For Release 200,5/07/12 : CIA-RDP81-00142R000600070011-0

ISSUL BEYOND
CONTROL OF OFFICE

-"No Receipt Records
Required for NID or
"The Fxecutive
Summary"'

- None Reported

- Certain DDO Project
documents are hand-
carried through
Comptroller with no
record whatever main-
tained in O/Compt.
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MEMORANDUM FOR: Deputy Director of Central Intelligence ‘"7 °-—""

L sl ptuy et e Fooretentan and
FROM : Executive S5eCretary | . h e ey cosemiers iy
ST e an PUNENTHEL T, KTRY. LEWTIN LT IS S
SUBJECT" : Sensitive Doctment Controk = == == - e -
R TR PO S S S U
REFERENCE : . Sgptetrberz;_m?&; Subject as abave

: - S - AERERETIT Tt
1.' Action Requested:’’Endorse my interim identification of mate-
rials listed at Tab A as particularly sensitive, apprave our approach to
accountability and periodic checks.of same, and task me to review other

responses to reference with a .view toward identifying additional materials

we may be holding as refe:ence"dggmeq;s; for DCI and DOCT retrieval,

Do A -

iowwmes 3t :
el WA -
LR S.IRLY Sa i S .‘,m:‘) .-

ey
s
. .

Cleve w ak

o e T e shap sy e e o BT 2 rcerim pade """»'é“’!'..‘".""‘?"‘-‘u :
2. A. General. I was on'leave in North Carolina when the Kampiles
case broke. Immediately upon my return on 22 August I convened a meeting

attended by BO/DCI mEDepm_*Chief/&ecutive,Registry‘
and DCI Secur er T subsequently met with

) with a view toward identifying categories of material im
the i - E£fice of the DCI that may reguire periedic checks. I -
directed to augment the current annual inventory of Top
Secret documents by calling for pericdic checks on the presence of
particularly sensitive documents and outlined a means for identifyirg
came. Whereas in many cases particularly sensitive materials are recorded
and returned to the originator after they have come to the attention of
the DCI and DOCI, the originator freguently provides a copy for DCI or e
DDCI retention which is retained in the Executive Registry for future
background and reference material for DCI, DICI, ard ES. This retention
of materials originated elsewhere serves a critical need in identifying
what action the DCI or DIXI has taken and what is called for if n¥w, buuv
related, correspondence arrives for action. As you know, our current
ground rules are that, with rare exceptions, the DCI and DDCI file room
(Executive Registry) retains a copy of any document bearing DCI or DRCT
approvals and/or other instructions. L T

-
tg‘

- - NI ¥

B. DCI/DDCI-originated Materials. It is in this category that
we have a clear responsibility to focus on additional controls in resvonse
to reference. Tab A reflects thosé we have identified, and a schedule
for their periodic inventory has been developed. If we consider, as we
must, that files most freguently contain an accumulation of singleton
sensitive documents, the only way to detect the absence of a document is
to serially number them in the file. This extraordinary measure seems
warranted in specific holdings as indicated in Tab A.

E2 IMPDET
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25X1A C. Special Security Cbnéidetatibns. I have confidence in the

security consciousness and deportment of all personnel in Executive
25X1A Registry and Executive Secretariat

be

14

ere . that we take some extra steps in
selecting and approving assignments to the Executive Secretariat and
Executive Registry, plus the staff personnel of the immediate offices of
the DCI and DDCI. These involve: e _

a. Prior to approval of assignment, I task the Director of
Personnel to do a "supergrade check” which involves a D/Personnel
call upon the Office of Security, Inspector General, and Office of
Medical Services to see if there is any questionable area in their
background. This procedure was more or less standard in the "DCI
Area," but when former EA/DDCI Victor Marchetti went sour in 1969,
+he then Executive Director, Colonel White, instructed that all
personnel in the DCI, DDCI, and ExDir area be subjected to this
additional check prior to assignment. To my knowledge, there has
been only one “hit," i.e., check made and assignment disapproved
(see sealed envelope at Tab B). e L

b. When the Registry was under the immediate supervision of
DCI Helms, he permitted personnel to be assigned to Registry as
their first Agency assignment. I discontinued this practice upon
his departure. oo

_ ¢. At every opportunity it is emphasized to Registry
personnel that it is a privilege and honor to serve in the DCI's
file room. 1If for any reasons they find it umattractive, 1 emcourage
them to leave and offer to assist in relocating them without prejudice.

3. Upon your issuance of reference, I convened another meeting
and expressed concern that we were not an action addressee to your call.
However, I assumed this was sheer oversight and instructed that we
continue our efforts. I aGvised the Director of Security of same in
writing, telling him that upon the submission of other offices, we would
review materials identified as particularly sensitive in the conmtext of
those which are retained here by virtue of a copy being furnished for
DCI/DDCI retention and any action material described in paragraph 2A
above. Previously I had thought that we would be harnessed with identi-~
fying as particularly sensitive, materials created by others. The
originating office is in a better position than we to label them as
documents falling within your definition of sensitive as outlined in
paragraph 3 of reference.

4, Recomendation:

a. That you approve Tab A's identification of particularly
sensitive materials requiring periodic checks.

b. Authorize me to review the subtmissions of others with a
view toward identifying additional materials.

Approvgd For Release 2001/07/12 : CIA-RDP81-00142R000600070011-0
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c. Endorse the above approach subject to further refinement
and to be reported on by 15 October.

d. There is an additional step one could take which might  29X1A~
inhibit repetition of a Kampiles. Specifically state as a precon— ‘
dition to assigrment in offices where there is a high degree of

2EXAA access to particularly sensitive materials,

25X1A

I am not pushing for this at the present Sl

ity of people we have in our offices, I
would have no problem in implementing such a procedure and raise it s
here as a recommended consideration. :

25X7A"

»
.Attachments

APPROVAL:

Deputy Director of Central Intelligence Date

Distribution:

Original - Addressee

- EA/DCI w/o Att. B
AQ/DCI w/o Att. B
C/ER w/o Att. B
ES
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: c. Endorse the above approach subject to further refinement
25X1A and to be reported on by 15 October.

25X1A -‘ d.
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25X1A

additional step one co
Kampiles. Specifically

d take which might
tate as a precon—

Here as a recommeypded consideration. 25X1A

25X1A

Attachments

APPROVAL:

Distribution:

Original - Addressee

- EA/DCI w/o Att. B
AO/DCI w/o Att. B
C/ER w/o Att. B
ES
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0OGC-78-6008
14 September 1978

MEMORANDUM FOR: m
‘ strative Officer, Office of DCI
- —
, OGC

SUBJECT v Sensitive Document Control

1. Because of the nature of its business, the Office of
the General Counsel faces the possibility of having to deal with
all of the Agency's sensitive document categories. However, since
the office is a support unit which reacts to external requirements,
the numbers and types of documents handled vary greatly from time
td time. In general temms, OGC does not deal with a large mumber
of purely "intelligence sensitive documents,'" and of the sensitive
categories encountered, Top Secret and CODEWORD are the most
prominent. The control of these categories is outlined below.

a. TOP SECRET

Upon receipt, Top Secret documents are logged into a computerized
data base and recorded upon a listing which is forwarded to the
Agency Top Secret Control Officer (TSCO) on a weekly basis. When the
document is logged in, an input menu (see Attachment A) is produced
to provide internal control of the item. This menu includes the
following information: OGC's document control number, document subject,
date the document was prepared, the date the document was received by
OGC, the date that internal action is due (if any), the date the docu-
ment was forwarded (if applicable), the office of origin, who within
OGC the document was assigned to, the security classification, the
internal routing path of the document to the final recipient, the
status of the document (if reassigned, given to another office, etc.)
and finally special remarks.

The input menu gives OGC the ability to recall or track down any
Top Secret document held by the office providing internal record
procedures and document control policy have been maintained. For
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this reason, internal receipts and inventories have not been used.
In addition, a copy of all OGC-originated TS documents and those
incoming TS documents which are retained by OGC are maintained in
the OGC subject files with other collateral material. Depending
upont subject content, TS documents may be indexed and the index
cards are filed in the OGC index system. A separate listing of

TS documents is maintained of all retired OGC subject files. TS
documents are readily identifiable within each 0GC subject file by
the green control sheet.

b. CODEWORD

An incoming codeword document is logged on a 3x5 index card
(see Attachment B) which is attached to the document and given
to the proper attorney. A copy of this card is maintained in a
separate codeword box until final disposition of the document.
At this time, the final disposition is indicated on the original
index card and filed in the codeword box. If the document is
retained in the OGC subject files, it may be indexed depending upon
the subject matter. These index cards are maintained in the OGC
index system and the document is retained in a separate five-drawer
safe. The index card gives OGC the same ability as the menu to
track down and recover codeword material. :

Cc. Other Categories

Special categories of documents such as "restricted data"
material receive special handling as required by security regulations.
Material of this type is held only for a specific case or problem
and then returned to the proper office.

2. OGC does have a mmber of existing problems which are
outlined below: :

a. Inadequate Registry Personnel: During the last two
and a half years, OGC has quadrupled in size; however, the registry
- has not kept pace. The result has been that OGC's registry is under-
staffed and overworked. This problem will be alleviated somewhat
with the addition of a new GS-05 Information Control Asst. slot this
month.

b. Low-Graded Registry Persomnel: While OGC's present
staff is quite good, it has proven very hard to attract, much less
retain, qualified registry personnel due to the low grades available
to that profession. (In OGC, we have one GS-08 and one GS-06, and the

Approved For Release 2001/07/12 : CIATRDP81-_00142R00060007001 1-0
<. . LY é,qutg T -

S



‘ 3
. > ' I
PO PR MY

Approved For Releasas2001/07/12 : élA-ﬁDP%1 -00142R00060®€70011-0

Al

25X1A
25X1A new slot is a GS-05.

25X1A

OGC has requested

rading, only to be To 1S 15 Not possibie.

¢. Inadequate Registry Organization and Space Facility:
OGC's present registry organization, equipment (computer capacity),
and space facilities have been antiquated by the increase paper flow
and the general growth of the office. This problem is being solved
thanks to a long-range program which began this summer in which the
Office of Data Processing and the Information Systems and Analysis
Staff have jointly initiated a comprehensive review of OGC's registry
policies and procedures. It is anticipated that the results of this
review will lead to a better registry and hence, better document
control. Physical facilities will be upgraded once this review is
completed for umtil then, actual space requirements will not be known.
This will include the request for a special purpose vault which our
registry does not presently have.

_ 3. Interim Actions: OGC will shortly issue an internal notice
to all of its personnel reminding them of present document control
policies and the necessity of observing them. In addition, we have
rgcently changed the combination to the codeword safe and have reduced
the mmber of personnel with access. Finally, OGC has appointed
document control officers who are awaiting further instructions on
this new segment of Agency policy.

25X1A

Attachments A § B
A. Input Menu
B. Index Card
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IDENTIFICATION OF FILES FOR SPECIAL CONTROL AND ACCOUNTABILITY

* 1, DCI Memoranda of Conversation with President,‘Secreférykof State, Secretary
of Defense, and National Security Advisor, Dr. Brzezinski.
%# 2. Volume containing DCI memoranda (T-grams) on particularly sensitive topics.
% 3. DCI/DDCI memoranda pertaining'tc NSC/SCC/PRC meetings they have attended.
4. NSC/SCC/PRC Minutes. .
5 NSC/SCC/PRC directives, to include PD's aﬁd PRM's.
6. DCI/DDCI Staff Meeting Notes. o
7. Commmity and Agency Budget and Program Cailﬂ '
8. CIA/NSA/Justice Electronic Surveillance Materials.
9., SALT Delegation - Presidential Guidance and Instructions.
10. Prisoners - Exchanges. | A

25X1A ‘
11. Defgctors.

13. Selected National Intelligence Estimates (NIE's)
14. Sensitive Nuclear Matters.

15. Selected Persomnel Actions.

16. Selected Congressional Investigative Files.

or v

18. Sensitive DDO Designated Papers in EYES ONLY File (labeled as such by DDO).

* To be serialized for ease in inventory.

- ; - - .. E2 IMPDET
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13 September 1978

MEMORANDUM FOR: Deputy Director of Central Intelligence

THROUGH : Administrative Officer, DCI

FROM: Legislative Counsel

SUBJECT: .Sensitive Document Control

REFERENCE: Your Memo, Same Subject, dtd 1 September 1978

(ER 78-2534/1)

1. In response to referent memorandum, the Office of
Legislative Counsel, on 6 September 1978, instituted a complete
and thorough inventory of all Top Secret and Sensitive Compart-
mented Information (SCI) material in our possession. This
inventory will take some weeks to complete. We intend to do such
an inventory at least once each year in the future. We are limiting
it to Top Secret and SCI material because they are, by virtue of
their classification "sensitive."” It would be an almost impossible
task to identify other "sensitive'" material in our files, unless
the originating office notified us of their existence.

2. In the past all Top Secret and all SCI material received in
OLC was logged using Form #312 "Top Secret Posting." At present,
all of this material is logged using Form #516 "Top Secret Control
Card." :

3. Since receipt of your memorandum, we have restricted access
to our Registry to OLC Registry personnel only. We are in the
process of installing "railings" at the doors to the Registry in
order to facilitate the control. We are investigating the feasibility
of installing separate safes in the Registry for the filing of all
Top Secret and SCI material. The Registry, which is a vaulted area,
is equipped with open shelf filing and there are no safes in the
room at present.

4. We are also tightening controls internally. Effective
immediately, all OLC files will contain a 'document accountability
sheet" which will be used as follows: When a file is borrowed
from Registry and it contains Top Secret and/or SCI material, the
sheet will be filled in with the control number, document number
and date of any and all such material. The person borrowing the
file will sign the sheet. When the material is returned to the
Registry, the sheet will be marked "returned" and dated. The
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sheet will be kept with the file. In this way, we will know at

all times who has seen a particular file containing Top Secret
and/or SCI material. Also, all of this material will have the
appropriate cover sheets on them. OLC Registry personnel will
ensure that these cover sheets are properly signed and dated.

We feel with all of these controls, we should have a very efficient
control system.

5. One problem we cannot control concerns documents coming to
OLC from other offices, e.g., the NID, the Executive Summary, and
other summaries, reports, etc., which come to OLC with no receipts
or other controls. We feel all of these documents should have
Teceipts to be signed by OLC and OLC should be able to get receipts
signed when the documents are returned to the originator.

STATINTL
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13 September 1978
MEMORANDUM FOR: Deputy Director of Central Intelligence
VIA ¢ Administrative Officer, DCI

FROM : Omego J. C. Ware, Jr.
Director, Equal Employment Opportunity

SUBJECT :  Sensitive Document Control

1. A review of the classified holdings of the Office of Equal
Employment Opportunity revealed that it has very little Top Secret
or "sensitive' compartmented information in its files. That which it
has is related to the business of the EAG and the Current Intelligence
Weekly Review. EAG materials are hand carried by my secretary, who
receipts for them to the office of record. The documents are stored
in my safe, the combination of which is known only to my secretary and
me. When I no longer require the documents my secretary returns them
to the office of record and obtains a receipt for them.

2. The Current Intelligence Weekly Review is hand carried to the
Office once each week. Each time a new issue is received the oldest
issue is destroyed, always retaining the four most current issues. The
security control number of the destroyed document, and the date of
destruction is annotated in a log kept for this purpose.

3. The sensitive file holdings of the OEEO are inventoried monthly
at which time documents no longer needed are returned to the office

of record and a document receipt ghts

STATINTL
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15 September 1978

MEMORANDUM FOR: Deputy Director of Central Intelligence

THROUGH: DCI Administrative Officer

FROM: Herbert E. Hetu
Director of Public Affairs

SUBJECT: Sensitive Document Control

REFERENCE: Your Memorandum, Same Subject, '
Dated 5 September 1978 B

1. The Public Affairs Office deals extensively with unclassified
documents due to the unique nature of our business. However, we do
have reason to receive Top Secret, compartmented information from time
to time. These documents are signed for by my staff assistant, reviewed
‘by the D/PA and stored in her safe. If the D/PA feels that his deputy
or branch chiefs (all of whom have the appropriate clearances) should
be aware of the material, it is handcarried to them and handcarried back
to my staff assistant at the end of each day for secure storage. The
documents are returned to their originator when the subject matter is
no Tonger of current interest. No sensitive documents are permanently
stored in the Public Affairs Office.

2. . The Director of Public Affairs each day receives "The Executive

summary" and the "NID." . After review each is retained by my staff
assistant in her safe until picked up each afternoon.

l Herbert E. Hetu f

STATINTL
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MEMORANDUM FOR: Deputy Director of Central Intelligence
THROUGH 1 Administrative Officer, DCI

FROM : John H. Waller
Inspector General

SUBJECT ¢ Sensitive Document Contraol
REFERENCE : ER 78-2534/1, 5 September 1978, Same Subject

In accordance with your instructions, I have reviewed our hold-
ings and procedures for accountability and storage of especially
sensitive documents and have initiated the following:

1. In addition to those Top Secret, Codeword, or other
sensitive documents originated by other components which
are in our files, I am including all Component Survey Reports
and selected Special Studies, Audit Reports, and Grievance
Case Reports in the category of especially sensitive infor-
mation. These documents will carry a special indicator in
their 0IG registry number to indicate this degree of sensi-
tivity and control.

2. Certain safes under the personal control of the QIG
Records Management Officer, the Chief of the Audit Staff,
Chief of the Grievance Group, Special Assistant to the IG,
Deputy Inspector General, or myself are designated for seg-
regated storage of such materials. These officers will be
personally accountable for these materials and will be re-
quired to conduct an inventory every six months.

3. Other 0IG personnel may remove such material from
these safes only on permission and by signed receipt.

4. 0IG documents now in the Records Center will be con-
sidered for application of these special measures only when

ILLEGIB ;3%02:.2 retrieved from the Records Center for some other STATINTL

I belijeve that these procedures will provide the proper degree of
identification, control and accountability of espec1a1]y sensitive
materials.
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MEMORANDUM FOR: Deputy Director of Central Intelligence

FROM : James H. Taylor
Comptroller
SUBJECT : Sensitive Document Control
REFERENCE : Memo for Multi frm DDCI, dtd 5 September 1978

Same Subject

1. 1In response to reference, the following is a brief description
of the Office of Comptroller's current document control procedures
for Top Secret, codeword, and sensitive material, and some changes
~we are implementing to ensure more strict control.

w
A. Current Procedures

1. Controlled documents are logged into our Registry
and a document control slip is attached which each person
signs as having seen the document. As the document is
passed on to another person, a copy of the control slip
is returned to Registry so that the location of the document
is known at all times. When the document is filed, the
exact file location is noted on the central control card
maintained in Registry.

2. Document receipts are prepared for all controlled
documents leaving the Office. The duplicate is held by
Registry until the original is returned to ensure that
the document reached its destination.

3. Budget Documents--Copies of all Budget documents
sent outside the Office are properly wrapped and document
receipted. Those copies going to the Directorates are
transmitted with a note from the Comptroller concerning
the sensitivity of the document, the fact that it should
not be reproduced by whatever means, and a request to return
the previous year's budget.
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B. 'Curre_nt Plans and Actions

1. A document-by-document review of all files is underway
to reconfirm the filing location of all controlled documents.

2. The logs of documents resulting from that review will
be verified against the central control cards in Registry.

3. All material will be reviewed to ensure that only that
sensitive information needed on a reqular basis is retained
outside the Registry {a special purpose vault).

4. That material deemed essential to daily operations of
the various Office groups will be stored in designated safes.

5. Individual logs of the material stored in the designated
safes will be maintained by each group. The logs will be updated
when any new document is filed and will be verified on a monthly
basis.

6. The log of a particular group will be reviewed when
any employee from that group is reassigned to assure that all
documents are properly secure. )

7. Duplicates of documents prepared in multiple or reproduced
because of a time-sensitive situation will be recalled by Registry
and destroyed after necessary action is complete.

2. 1In addition to the above, I am also requesting that the entire
Office be made a special purpose vault--understanding that vaulting
will not alleviate the need for continuing and improving our security
practices. However, the physical- layout of the Office, the inordinate
amount of overtime worked during the Budget exercise, and the volume
and sensitivity of the types of material with which we deal lead
me. to believe that, given the current security climate, the benefit
fully justifies the expense. There are very few offices in the Agency,
if any, that have the concentration of sensitive information that
exists in the Comptroller's Office. This Office substantively cuts
2CIoss every component and every function in the Agency and to a very
substantial degree~-in the Community. Physical security is integral
to the whole spectrum of good security. The recammendation that the

entire Office be made a special purpose vault just makes good sense.

3. Personnel assigned to this Office are, and will continue
to be, thoroughly indoctrinated regarding proper security procedures
and the impact of their responsibility as an employee of this Office
and the Agency.
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DCL/IC~78-4750

MEMORANDUM FOR: Deputy Director of Central Intelligence

FROM: STATINTL
Deputy to the DCI for Collection Tasking

SUBJECT: Sensitive Document Control

REFERENCE: Your Memo Dated 1 September 1978, Same Subject
(ER 78-2534/1)

In response to the reference, the Collection Tasking Staff
intends to implement the same sensitive document control procedures
as outlined in the memorandum from the Deputy to the DCI for Resource
Management dated 19 September 1978 (DCI/IC-78-0059). Both staffs
share a common registry and administrative support unit.

STATINTL
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Distribution of DCI/IC~-78-4750:

Orig - DDCI

- ER

CT Registry
AD/DCI/CT

- CTS
- CTS

crs R cir (26 sep 78)
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